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Extended API Lifecycle Management with the
Ignite Platform

Executive Summary

The enterprise API landscape is marked by growing complexity stemming from the proliferation of APls across multiple
environments and platforms. According to a report by Cloudflare*, APIs now constitute over half of Internet traffic, underscoring
their critical role in modern digital infrastructure. This ever-growing network of APIs poses challenges for effective lifecycle
management (and overall APl program management).

As businesses push for greater digital agility, the reuse of APIs has become a common practice aimed at reducing development
times and promoting innovation. There are additional lifecycle implications of this initiative; with multiple consumers consuming

multiple API versions across the heterogenous landscape.

And of course, enterprise’s APl inventories contain more than the gold standard reusable APIs. Organizations are looking to
capture, track, manage, and where appropriate, safely modernize legacy, point to point, and more.

The ignite Platform’s unique approach to tackling these factors extends API lifecycle management beyond the traditional plan,
design, build, and run loop to demystify enterprise complexity while backing in standardization, common patterns, and flexibility.

ignite's lifecycle management capabilities enables core APl teams to automate, optimize, and empower for increased efficiency
and better management at enterprise scale.

Design

Semico Arhiects | Product owners

Create new Design and Technical Spec.
Standards and Frameworks are automated.
Develop and deply on the gateway from ignite.

Design also provides governance transition
through lifecycle state changes and is updated
with changes from other platforms.

Run

The APIs deployment details and history will
be shown in ignite and with a bi-directional
integration to runtimes, updates made in
runtimes can be pushed back into ignite
and vice-versa.
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Subscribe

Consumers can
subscribe to and request
consumption of an API for
their projects

Discover
That APl is available in

your catalog and if
promoted, consumer
portal, to be discovered
by future teams that may
need it and want to
[Q reuse, extend or bundle it
Monitor & Report to support other
innovations.

Plan & Govern Build

Build new, or update existing payloads

Quickly discover and fulfill customer and messages aligned to governance in
journey map with reusable API candidates ignite. Or import ignite and quickly use
via business friendly views in the catalog update guides on any non-compliancy

to governance and deploy to gateways.

Monitor & Report

The APl is now running and being

monitored for the service level . Plan
indicators that have been defined.
Bi-directional integration through
the lifecycle ensures
synchronization through all stages
and maintains a source of truth
for investment and regulatory

reporting. () Discovery

Identify & Assess

Control

Monitor & Report

*https://www.cloudflare.com/en-gb/2024-api-security-management-report/
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Key Features

() Governance

Use ignite’s governance reporting to analyze your catalog contents
and prioritize your design governance efforts. Easily understand if
failures are basic metadata violations or important security risks that

need to be immediately resolved.

ignite's automated and configurable governance engine democratizes

governance for your users. Use default or customized governance

levels to group rules so that each API can be aligned to the standards

appropriate for it's use case, and quickly remediate any violations
directly in ignite. Governance can be applied at the Design,
Specification, and Bundle object level.

ignite also facilitates includes developer-level governance rules
which can be connected to your repos for checking before APIs a
harvested into the Holistic Catalog. Finally, ignite also helps you
govern the consumption of your best APIs made available in
Consumer Portals.

Integrated Policy and Key Management

re

Governance Level @

Curation Candidate

Governance

Label Status Value

> Family: Required fields [Pass §
v Family: Classifications (Failure)
Classifications @ (Failure) 0
Method Classifications @ Warning Click for details v
> Family: Methods (Failure)
> Family: Technology
[[Pase ]

Platforms

Apply and track security and other common runtime policies to any Specification in ignite. And manage APl key access
for users to test APIs in the Consumer Portal, as well as capturing key details for APl access requests.

Versioning

Implement robust API versioning best practices. ignite
nests all APl versions (in any format) under a centralized
Design. Users can either clone new versions from existing
Specifications, or start new versions from scratch.

New versions in the repo are also automatically harvested
into ignite and updated with any relevant metadata by
ignite.

Bulk Update

Specifications

REST

Version

GRAPHOL S0AP EVENT Cther

Description

Manages accounts - continuing financial relztionship

between a bank and & customer. in which depasits and debts
are held and processed within & framework of established

rules and procedure.

Mzanages accounts - continuing financial relationship
between a bank and & customer, in which depositz and debta
are held and processed within a framework of established

rules and procedure.

<= Add New
Lifecycle
Design Llf
Design L,/

Easily and quickly update metadata fields across multiple Designs and Specifications. This is especially useful as you

evolve your governance rules over time.

Domain Models

Ensure standardized payloads for REST APIs using domain models and reusable components. Import schemas and then
enable users to make domain model references when they're building out or updating Methods.

digitalml.com
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(@) Lifecycle State Management

Edit Specification

Lifecycle ®: Design

Lifecycle states in ignite provide an effective way to manage
workflows, governance requirements, and ability to report on B
. . . Rejected

assets in your Holistic Catalog. Approved

Archived
Development
Test
Production

ignite’s lifecycle states are completely configurable to match Depreceed
your enterprise’s desired workflows and existing language. Define

every aspect of your lifecycle states including valid transitions

and availability based on certain conditions.

Deploy to CI/CD and/or Publish to Consumer Portals

Publish your gold standard APIs to ignite’s Consumer

0
mn

Create a New Deployment

Cancel

Portals where they are made available for adoption by ‘;scfi'i:ntmmm
your consumers.
Pipeline Deployment | Publishtoportal

Deploy (and quickly redeploy) new versions directly to

your SCM repos and/or API gateways and proxies. Bl not,

Generate consistent contracts, configuration, SDKs, and Consumer Partal Published

documentation to help automate and standardize your Poril

pipelines with reliable artifacts. Public Foral Yo s ottt o
O vigtat oiteb
O spigeex

(® Interactive Documentation e

ignite supports interactive documentation for

providers in the catalog, providing them a way to test

their changes before they deploy direct from ignite.

@D /caros caraid) fehangeninstate

updates whichdashboars acard s pirned o

REQUEST ReSPONSE

TERT | o JIEE

REQUEST BODY* applicati

describes

EXAMFLE &

aashboaras”: [

1

API Sarver
Authentication

EETCCRCET ~ |

SOAP To REST Conversion

ignite offers a way to import WSDLs as APlIs, converting them into a REST equivalent in the catalog which can be
used as a basis for migrating legacy services. Users can also convert SOAP payloads to JSON schema in one click.

digitalml.com
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(0 Endpoint Management

Record and manage every endpoint for your APIs, and group endpoint types together, each with their own specific
properties captured.

(2) Audit History and Logging

Track changes made to your API portfolio over time including:
* Deployment feedback
» Object audit history on Designs, Specifications, Bundles, and Lineages
» System settings history
» Reference data history
» Harvest Service

+ Jobs Queue i ignite FETTET &0 & et
. T Bundle: Partner Customer Bundle n=
(3 Product Bundles o [ —
&
Combine APIs or individual : Bundle details 7 | covemanceLevel @ ’
methods into reusable groupings - :; ::»cmmm

Classifications

supporting core capabilities. These R e

can be directly exported from ConsumerCatlogs hensfoais 381 4
ignite for developers to work from
or made available in the Consumer

View Full Details -

Portal Bundled Specifications +
Customer Accounts API v1.0 ¥
Allows custamera to manage their accounts, including creating new accounts, updating account information, and viewing membership details
[ rosT QSRR Allows customers 1o log in to their account. Accepts a JSON payload containing the customer's email and password [ ]

[ posT JEERERCEURY Allows customers 1o creste 2 nsw sccount. Accests @ JSON peylosd containing the customer's name, email password, and membership tyos. ]
Customer Service API v1.0 (]
Manages accounts - continuing financial relationship between a bark and 2 customer. in which deposiis and debts are held and proceszed within a framework of estabiished rules and procedure.
[ Post JEERRIRICE Allowws customers to submit feedback o Costoo [ ]
createRequest Allows cusiomers to request assistance from Costca. L ]
[ rosT JEERNENT Allows customers to report an isaue vith 2 product or service ]

|

DML Accounts API v1.0 (]

B e e b

Top Down Development and Change Management

Incorporate API design-first and domain driven best practices if you want to create new APIs or update/version APls
directly in ignite. Use Designs to define your API's target state aligned to your business or industry taxonomy models,
and then build them out in a consistent and well-governed way directly in ignite's low code Ul. Use lineage to perform
impact analyses to ensure production services aren't affected as you iterate your APIs, and versioning and governance
to ensure changes are made in a secure and well-governed way before redeploying new versions to your pipelines.

@ Bottom Up Development Support and Change Management
Support developers working in the environments they're already comfortable in. Connect ignite to your SCM repos to

harvest APIs built outside of your top-driven down processes. And for new versions coming in, update them with key
metadata already held in ignite.

digitalml.com
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Catalog-Wide Visibility and Tracking

As your extended lifecycle management capabilities are tied to ignite’s Holistic Catalog, provide visibility into your
maturity progression and efficiency improvement as a whole using ignite's next-gen reporting. Effectively proritize your
next initiatives and make business decisions on the entire API portfolio, and accurately track your success over time.

Reporting and Analytics

Catalog Coverage  Maturity Progression  Govemance & Security  Custom Reports

AP Calls by Runtime APIs by Design Type

Design Type Specifications (count)

‘System () - Pudlic 18
Business Capatilty - Extemal Public 7
Facade / Experience
0% 11% | 89%
Apigee Azure Oracle
e etr—
Best Covered Business Capabilities View Full Report
Retai Busineas Capabiity Taxanamy 11.0
Classification Specifications (count)
Selling 5

Receiving 2
FostPurchase Orders Management
Product & Service Discovery and Evaluation

Services

Catalog Coverage  Maturity Progression  Govemance &Security  Custom Reports

APIs by Interface Type Furatiun Candidates
‘ Name API Calls Last Month API Calls Last 6 Months
Horesuks found
97% 3%
REST GRAPHOL

f‘olentifl Zombie APls
Name API Calls Last Month API Calls Last 6 Montns

‘Weather Data 0 3,048,659

‘Account Legacy 0 [

Incubation Petstore - Oracle Cloud 0 o

US Order Fulfiliment AP1 0

Retel Order Fuifilment AP1 o

DML Accounts API o

‘China Order Fulfilment AP1 o 2,

Account 0 70,12

Customer Accounts API o 0

Cards API o 0

12 >

Extended Lifecycle Management with ignite: Use Cases
and Benefits

Empowerment for developers, architects, consumer developers,
and more: enabling a small core APl team to provide enterprise
and ecosystem-wide access to the entire APl inventory

Multi-gateway and multi-runtime flexibility: a vendor agnostic
approach to APILM

API portability across multi-and hybrid cloud: a quick and
consistent way to refactor and redeploy APIs to realize runtime
cost savings

Compliance and regulation adherence and reporting: leveraging
governance and security best practices in a democratized way

Increased APl adoption and reuse: secure, consistent, complete,
and compliant APIs made available direct to varying consumer
audiences

digitalml.com
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Flexible APl development: the ability to support both top-down
and bottom-up development aligned to the enterprise’s
standards and guardrails

Modernizing (or simply managing) legacy: at scale and with the
same best practices as your gold standard APls

Maturity progression: an optimized and efficient way to scale
and mature the APl inventory, done in a transparent and well-
governed way

Safely retire redundant or duplicate APIs: to increase efficiency
and management cost savings and minimize security risks
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Where ignite’s Extended API Lifecycle
Management Fits Into Your API Architecture

Public Consumers

Internal Consumers

AP| Gateways
Internal

S
S

* Maturity Progression

1
f
I
I
I
I
I
Consumer |
Portal(s) £ Partner Consumers : Developer APl Saﬁways
1 Portals ublie
! Multi
Promote & Sync Q D : Events Cloud
Search & Request Onboard & Understand & :
(Usage data) Discover Access Consume Comment ) &
: Hybrid
0 Messaging Cloud
|
I
1 Containers &
| SaaS
I
I
: ci/co iPaaS
: « Contracts —>
: « Configuration
_ + Code
Holistic Catalog «—> Extended Lifecycle . Documentation
»L (,.,) Management + Test Cases
™ =
I rt Rationali: Curate [
mpo ationalize @ 900 o) ;
&5 Q @ Plan & Manage Build :
Prioritize Designs Reuse as is, 0
o Search & Manage 3
Organize i ;
E Discover Consumption modify, extend .
@ W & ‘
(@l I
& 5 (1] :
Change Optimize Bundle 1
Management !
I
I
I
I
|
]
Reporting & Insights ) i T
+ Coverage , Analytics €5 APM
- Governance and : (e.g. Splunk) o (e.g. Atlas)
Standards Alignment :
+ Usage & Consumption : ‘ | ‘
]
I
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ignite’'s Extended API Lifecycle Management capabilities are
directly connected to the ignite Holistic APl Catalog as well
as our APl Consumer Portals. The Holistic Catalog provides
a connected, unified, and actionable view of every AP,
Service, and Event you have, across all runtimes and
lifecycle states. Meanwhile APl Consumer Portals provide
tailored consumption experiences for driving adoption and
reuse of your best APIs across internal, partner, and public
ecosystems.

ignite also integrates with your existing landscape
components to provide a seamless end-to-end API
management framework. Gain an active connection to
repos and CI/CD pipelines, API gateways and runtime
platforms, reporting aggregators, workflow and ticketing
platforms, and more.

digitalml.com

ignite is composed of three main platform areas

A Holistic API Catalog

Providing a connected, unified, and actionable view of every AP,
Service, and Events you have, across all runtimes and lifecycle states.

APl Consumer Portals

Tailored consumption experiences for driving adoption and reuse of your
best APIs across internal, partner, and public ecosystems.

Extended API Lifecycle Management

Capturing and demystifying APl complexity, supporting common patterns,
and automating AP lifecycle management (including your legacy assets)
at scale in a standardized and secure, yet frictionless and flexible way.



https://www.digitalml.com/holistic-api-catalog/
https://www.digitalml.com/consumer-portals/
https://www.digitalml.com/extended-api-lifecycle-management/
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About digitalML

digitalML, creators of the ignite platform, have been providing solutions for large enterprises'
needs for over 20 years. We're proud to combine our expertise in the space with cutting-edge
innovation, helping you embrace new technology and trends that get the best out of your APIs.
ignite customers have a unique opportunity to work with us to shape our platform roadmap: we
value our customers as partners in our journey to building the best platform around.

To start your APl maturity journey, contact

info@digitalml.com

for a personalized platform demo.

Learn more at digitalml.com -
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